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About the Author

Steven Sowell has been an IT professional and entrepreneur since 1984, with a focus on WLAN
technologies for the past 16 years. He has sold, designed, and deployed WLANSs covering millions of
square feet, for sporting arenas, hospitals, offices, and outdoor areas. Steven has been a courseware
developer, editor, and author for fifteen years, and an industry-certified instructor and engineer since
1994. He has managed and groomed teams of technology instructors and engineers to reach the
highest levels of certification, and to exceed customer expectations.

Introduction

This book is based on the Implementing Aruba Wireless course. It will help you to prepare to pass the
Aruba Certified Mobility Associate (ACMA) certification exam (HPE6-A42). The material in this
book will also help you to understand general wireless technologies, and to understand, deploy, and

configure HPE Aruba-based WLAN systems.

Certification and Learning

Hewlett Packard Enterprise Partner Ready Certification and Learning provides end-to-end continu-
ous learning programs and professional certifications that can help you open doors and succeed in the
idea economy. We provide continuous learning activities and job-role based learning plans to help
you keep pace with the demands of the dynamic, fast paced I'T industry; professional sales and tech-
nical training and certifications to give you the critical skills needed to design, manage and imple-
ment the most sought-after I'T disciplines; and training to help you navigate and seize opportunities
within the top IT transformation areas that enable business advantage today.

As a Partner Ready Certification and Learning certified member, your skills, knowledge, and real-
world experience are recognized and valued in the marketplace. To continue your professional and
career growth, you have access to our large HPE community of world-class I'T professionals, trend-
makers and decision-makers. Share ideas, best practices, business insights, and challenges as you gain
professional connections globally.

To learn more about HPE Partner Ready Certification and Learning certifications and continuous
learning programs, please visit http://certification-learning.hpe.com

Audience

This book is designed for presales solution architects involved in supporting the sale of HPE Aruba
WLAN solutions. It is also designed for engineers that need to learn how to deploy and configure
these solutions.



Assumed Knowledge

This is an entry level book. As such, you do not need much prerequisite knowledge. It is assumed that
you have a very basic understanding of general networking concepts, such as Ethernet, routing, and
switching technology and an interest in learning about the HPE Aruba product line—physical and
virtual—to help you understand customers’ business issues and to propose appropriate solutions.
However, you do not need expert-level knowledge in these areas to comfortably learn the material
contained in this book.

Minimum Qualifications

There are no prerequisite qualifications for this certification.

Relevant Certifications

After you pass the exam, your achievement may be applicable toward more than one certification. To
determine which certifications can be credited with this achievement, log in to The Learning Center
and view the certifications listed on the exam’s More Details tab. You might be on your way to achiev-
ing additional certifications.

Preparing for Exam HPE6-A42

This self-study guide does not guarantee that you will have all the knowledge you need to pass the
exam. It is expected that you will also draw on real-world experience and would benefit from com-
pleting the hands-on lab activities provided in the instructor-led training. To pass the certification
exam, you should get as much hands-on experience as possible.

Recommended HPE Training

Recommended training to prepare for each exam is accessible from the exam’s page in The Learning
Center. See the exam attachment, “Supporting courses,” to view and register for the courses.

Obtain Hands-on Experience

You are not required to take the recommended, supported courses, and completion of training does
not guarantee that you will pass the exams. Hewlett Packard Enterprise strongly recommends a com-
bination of training, thorough review of courseware and additional study references, and sufficient
on-the-job experience prior to taking an exam.
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Exam Registration

To register for an exam, go to http://certification-learning.hpe.com/tr/certification/learn_more_about_
exams.html
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1 WLAN Fundamentals
and RF Basics

LEARNING OBJECTIVES

v Before you begin learning about Aruba-specific implementations, you will learn about
fundamental WLAN technologies and RF concepts. We begin with a discussion of WLAN
organizations. You will understand Radio Frequency Bands and channels, and the standards
used to regulate them. These standards ensure interoperability between devices.

v’ You will then learn about radio frequency coverage and inferference. Your understanding of
these concepts is vital to both the successful implementation and diagnosis of WLAN systems.
You will learn about antenna technology and how various options can help ensure you get
the right coverage in various deployment scenarios.

v" How do you know if a particular implementation is successful2 Of course, you will seek end
user feedback and measure the performance of the network yourself. For this endeavor, you
must know what metrics to explore. Toward this end, you will learn about RF power, signal
strength, and how it is measured.

v" We end with an infroduction to WLAN mobility concepts. You will learn about one of the
great advantages of WLAN systems—the ability for users to roam about while remaining
connected.
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WLAN Organizations

‘ IETF ’

FCC

WiFi
Alliance

Figure 1-1 WILAN organizations

There are several organizations that develop WLAN standards (Figure 1-1). These regulatory bodies
restrict how RF technology is deployed. Organizations involved in these regulations include the
following:
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e Internet Engineering Task Force (IETF)—International standards

e Federal Communications Commission (FCC)—Local regulatory domain for RF spectrum

(United States)
e The Institute of Electrical and Electronic Engineers (IEEE)—=802.11 standards
e The Wi-Fi Alliance—WLAN standards
The IETF is an international standards organization for the Internet.

The FCC places certain restrictions on power and channel usage in the US. Other countries have
similar entities. For example, channel and power restrictions in Europe are controlled by the European

Telecommunications Standards Institute (ETSI). In Japan, it is Nippon Telegraph (NTT).

Within the unlicensed spectrum bounds defined by the FCC, the IEEE creates the 802.11 standards. In
other words, the FCC controls which frequencies in the spectrum we can use and at what power settings
we can use them. The IEEE committee standardizes how data is transmitted over those frequencies.

802.11 channels, as defined in the standard, must fall within the FCC unlicensed ranges. Over the
years, new technology has been introduced to improve the speed and reliability of WLANSs. In
response, the IEEE continues to amend standards and to create new standards.

The Wi-Fi Alliance further defines standards within the bounds set by the 802.11 standard. The
Wi-Fi Alliance promotes interoperability between the vendors of WLAN equipment.

RF bands and channels
2.4 GHz ISM band and channels

Channel 11

Channel 1

2 3 45 6 7 8 9 10 11 12§13 14 Channels

Frequencies | i I ay I [T \
2.400 2.420 2.440 2.460 2.480 2.500
GHz GHz
20+Mhz 20+Mhz 20+Mhz

Figure 1-2 2.4 GHz ISM band and channels

The 2.4 GHz ISM (Industrial, Scientific and Medical) Band is used by 802.11, 802.11b, 802.11g,
and 802.11n. Using so-called “spread-spectrum technology” data is encoded and spread across a
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spectrum of frequencies, a bit over 20 MHz wide. However, the channels are only 5 MHz apart, so
adjacent channels overlap. When two physically nearby APs use overlapping channels, they can hear
each other’s RF signals. This results in interference, which can severely degrade performance. This
specific type of interference is often called “co-channel interference.”

Think about having a business meeting, when multiple separate conversations occur in the same
room. If two people talk loudly, it distracts others. Parts of the conversation are missed and meaning
is lost. And so it is with WLANs. Due to the overlap, some or all of the transmission may be lost.

In Figure 1-2, you can see that channel 1 overlaps with channels 2-5. There is enough of a gap
between channels 1 and 6, and so they do not interfere with each other. Similarly, there is a gap or
space between channels 6 and 11, and so there is no co-channel interference between them.

So while there are 11 channels available in the US (13 in Europe, 14 in Japan), only channels 1, 6,
and 11 are actually used. This is because they are the channels that do not interfere with each other.
Other channels such as 2 and 8 may not interfere with one another because there is enough band-
width between them, but the only channel plan that can take advantage of three usable channels in
the same RF space are 1, 6, and 11.

5 GHz U-NII bands and channels

U-NII 1 Lower U-NII U-NII 2 Middle U-NII

TTLTEORRNL T L TR
e

~
5150 GHz  5.180 5.200 5.220 57240 5.266 5.320
Ch36_Ch40 Ch44 Ch48 Ch52 Ch56.Ch60 Ch

5500 5520 5540 5560 5580 5600 5620 5640 5 5725
400.Ch 104 Ch 108 Ch 112 Ch 116 Ch 120 Ch 124 Ch 128 Ch 132.Ch436€17140 GHz

0 GHz

Power

Figure 1-3 5 GHz UNII T, 2, 2E bands and channels
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Power

5725GHz 5.745 _ 5.765  5.785 5%
Ch149 Ch153 ¢Ch157 Ch161
Figure 1-4 5 GHz UNII 3 Upper U-NIl bands and channels

5.825 GHz

802.11a, 802.11n, and 802.11ac use the 5 GHz Unlicensed National Information Infrastructure
(U-NII) bands, as defined by the FCC. Like the 2.4 GHz band, actual channel availability can vary
by country. Figures 1-3 and 1-4 show the four sets of U-NII Bands:

e U-NII 1, also known as Lower U-NII

e U-NII 2, also known as Middle U-NII

e U-NII 2E, also known as U-NII 2 Extended
e U-NII 3, also known as Upper U-NII

Originally, U-NII bands 1-3 were defined for use by 802.11a. Each of these three bands was broken
into four useable channels. Look at Figure 1-3 and notice that the frequencies used in the U-NII 1
and 2 bands are contiguous. There is a gap between the U-NII 2 and 3 bands that was previously not
available for unlicensed use in WLANS. The frequencies in this gap are used for aircraft and military
radar systems.

As discussed later, engineers figured out how to open up this space for WLAN use, while avoiding
interference with these radar systems. Soon thereafter, the U-NII 2E band was made available, adding
an additional 11 channels in the 5 GHz range. (Again, depending on the country).

Originally, the Lower U-NII could be used for indoor use only, the Middle U-NII for indoor or
outdoor use, and the Upper U-NII for outdoor use only. This meant that you were likely to have 8
U-NII channels that were useable for indoor WLANs. Only channels that are directly next to each
other have any risk of interfering. They are usually at low enough power that there is minimal or no
interference. Still, it is typically considered a best practice to avoid using adjacent channels for physi-
cally adjacent Access Points.

5
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So, unlike the 2.4 GHz spectrum, all 5 GHz channels are usable, without risk of co-channel interfer-
ence. However, many client devices lack support for certain 5 GHz channels. This is especially true

of the U-NII 2e channels.

The U-NII 2 extended bands can be problematic for actual real-world use, as many NICs either do
not support them, or only scan for them after other channels are scanned. However, even without
the use of the U-NII 2E channels, there are still many more nonoverlapping channels in 5 GHz than
2.4 GHz. If we can get by with three usable channels on 2.4 GHz, surely eight nonoverlapping chan-
nels are fine for 5 GHz.

Channel bonding

2.4GHz Channel Bonding

Bonded Channel No Channel to Bond
123456787779101111 14

[ \ \ I [T
2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 2.500
GHz GHz

Figure 1-5 2.4 GHz channel bonding

One of the performance enhancements available in 802.11n and 802.11ac is channel bonding.
Channel bonding technically does not bond two channels together (Figure 1-5). It is actually using
the frequency ranges of those two channels and treating them as a single, much wider channel. This
is similar to the concept of modem bonding employed years ago to achieve a higher throughput on
dial-up links. Another analogy is that of “link aggregation,” which bonds two or more wired Ethernet
links into a single, logical link.

By having a wider channel, more information can be transmitted at a time. 802.11n is also referred
to as High Throughput or HT. HT20 indicates 802.11n is deployed without channel bonding, using
a standard 20 MHz wide channel. HT40 indicates 802.11n is deployed with channel bonding, using
a 40 MHz wide bonded channel.

Bonding channels in 2.4 GHz is not a viable solution. With only three usable channels, bonding
would effectively leave only one usable channel.
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5 GHz Channel Bonding

L - M |
5725GHz 5745 5765 5785 5.805 5.825GHz

Ch149 Ch153 Ch157 Ch161

5.725 GHz 5.745 5765 5.785
Ch149 Ch153 Ch 157

Figure 1-6 5 GHz channel bonding

Bonding is really only effective in 5 GHz for enterprise class WLANSs (Figure 1-6). So, for other than
home use, bonding is really a 5 GHz discussion. This becomes more evident with 80.11ac, which is
purely a 5 GHz technology.



